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/ START OF \ 
^TRANSACTION/ 



r 



140 



RECEIVE ELECTRONIC PACKAGE 20 FROM SENDER 



(1) STORE PARTICULARS RELATING TO THE ELECTRONIC 
PACKAGE (e.g. SENDER, RECIPIENT DATE OF TRANSMISSION, 
DATE OF DELIVERY, LIST OF ATTACHMENTS, FILE SIZES, etc.); 
AND 

(2) STORE THE ELECTRONIC PACKAGE 



SEE FIGURE 3 



150 



SEE FIGURE 4 



160 



DELIVER ELECTRONIC PACKAGE 20 TO RECIPIENT 



SEE FIGURE 5 



r 



170 



(1) GENERATE AN ENCRYPTED HASH VALUE BASED ON DATE OF 
DELIVERY AND STORED PARTICULARS 

(2) CREATE AN ELECTRONIC CERTIFICATE OF SERVICE CONTAINING 
THE PARTICULARS ANDTHE ENCRYPTED HASH VALUE 

(3) TRANSMIT ELECTRONIC CERTIFICATE OF SERVICE FOR LATER 
VERIFYING SUCH DELIVERYJHE PARTICULARS OF THE ELECTRONIC 
PACKAGE SO DELIVERED, OR BOTH. 



SEE FIGURES 6, 
13 AND 14 



f END OF \ 
^ TRANSACTION / 



FIGURE 2 
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RECEIVING ELECTRONIC PACKAGE 
FROM SENDER 



/ START OF "\ 

V transaction ^ 



c 



141 





SENDER REQUESTS WEB 

PAGE FOR SENDING 
ELECTRONIC PACKAGE 20 
VIA HIS WEB BROWSER 




> 


f 


r 


DISPLAY DATA ENTRY OBJECTS 
(TEXT ENTRY FIELDS, SELECTION 
BOXES, BUTTONS, CHECKBOXES, 
ETC..) ON SENDER'S DISPLAY 601 BY 
SERVING WEB PAGE TO SENDER'S 
WEB BROWSER 






SEE FIGURE 7 




> 


f 


r 



SENDER COMPLETES FORM 
FIELDS, SELECTS DESIRED 
OPTIONS, AND PREPARES 
ELECTRONIC PACKAGE 20 
COMPRISING TEXT 
MESSAGE AND 



EXEMPLARY FORM FIELDS INCLUDE: 

(A) RECIPIENTS NAME 

(B) RECIPIENT'S EMAIL 

(C) SUBJECT OF MESSAGE 

(D) TEXT OF MESSAGE 

(E) DESCRIPTION OF ANY 
142 ATTACHMENT(S); AND 

(F) FILE LOCATION OF SUCH 
ATTACHMENT(S) 

EXEMPLARY OPTIONS INCLUDE: 

(A) STORE TRANSMISSION DATA 

(B) STORE VALIDATION 

(C) STORE ATTACHMENTS 

(D) TRANSMIT ADDITIONAL 
CERTIFICATES TO NAMED THIRD 
PARTIES 

• 1 43 (E) SELECT PERIOD OF STORAGE 

(F) INSERT SPECIAL INSTRUCTIONS 

(G) ENCRYPT 

(H) ACCEPT TERMS OF SERVICE; AND 

(I) ACCEPT OBLIGATION TO PAY 
ACCORDING TO THE PUBLISHED 
TARIFF 



SENDER TRANSMITS THE 
ELECTRONIC PACKAGE 20 TO| 
THE PoS-e SYSTEM 10 BY 
CLICKING THE "SUBMIT" 
BUTTON 



T 



TO FIG. 4 



144 



FIGURE 3 
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STORING ELECTRONIC PACKAGE AND 
TRANSMISSION PARTICULARS 



FROM FIGURE 3 



J51 



VERIFY SENDER'S CREDIT 

STATUS AND POST 
APPLICABLE CHARGES TO 
THE REVENUE MANAGEMENT 
MODULE 200 



T 



152 



VERIFY THAT RECIPIENT'S 
EMAIL DOMAIN FUNCTIONS 



SEE FIG. 4A < 



POST PARTICULARS TO THE 
TRANSACTION LOG 300 




> 




154 


POST SELECTED SERVICES TO 
THE TRANSACTION LOG 300 








155 



STORE THE ELECTRONIC 
PACKAGE 20 ON THE SERVER 



J 57 



SEND AN EMAIL 121 TO THE 
SENDER INDICATING THAT THE 
ELECTRONIC PACKAGE 20 HAS 
BEEN RECEIVED BY THE 
SERVER AND IS PENDING 
DELIVERY TO THE RECIPIENT 



SEND AN EMAIL 122VV TO THE 
RECIPIENT INDICATING THAT 
AN ELECTRONIC PACKAGE 20 

ADDRESSED TO THE 
RECIPIENT IS AVAILABLE ON 
THE SERVER 



T 



TO FIGURE 5 



SEE FIG. 8 



J 57 



SEE FIG. 9 



FIGURE 4 
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DETAILS OF CORRESPONDING STEPS SHOWN IN FIGURE 4 



POST PARTICULARS TO THE TRANSACTION LOG 


300: 




a. Sender 




b. Recipient 




c. Date 




d. Time 




e. Email Addresses, 




f. Attachment Names and Files Sizes, if any. 


> 




POST SELECTED SERVICES TO THE TRANSACTION 


LOG 300: 




a. Store message 




b. Store attachments 




c. Transmit additional Certificates to named third 


party designees 




d. Select period of storage 


e. Insert special instruction to file, 


t Encrypt, 




g. Acceptance of TOS, 




h. Acceptance of obligation to pay according to 


published tariff 





54 



T 



FIGURE 4 A 
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DELIVERING ELECTRONIC PACKAGE 
TO RECIPIENT 



FROM FIG. 4 

I 



RECIPIENT REQUESTS WEB 

PAGE FOR RETRIEVING 
ELECTRONIC PACKAGE BY 
BROWSING TO THE URL 

PROVIDED TO THE 
RECIPIENT IN THE EMAIL 
NOTIFICATION 130 



161 



SEE FIG. 10 



RECIPIENT ENTERS HER 
EMAIL ADDRESS AND, IF 
SHE DID NOT USE THE 
HYPERLINK THAT INCLUDED 
IT, THE MESSAGE CODE 
(PASSWORD) THAT WAS 

PROVIDED TO THE 
RECIPIENT IN THE EMAIL 
NOTIFICATION 130 



162 



SEE FIGS. 9, 10 



SERVER VERIFIES RECIPIENT BASED 
ON RECIPIENT'S EMAIL ADDRESS AND 
THE MESSAGE CODE AND SERVES 
WEB PAGE TO RECIPIENT LISTING 
AVAILABLE DELIVERY OPTIONS 



/163 



RECIPIENT ELECTS TO TAKE 
DELIVERY OF THE 
ELECTRONIC PACKAGE 20 
BY DOWNLOADING IT WITH A 
JAVA APPLET, VIA DIRECT 
DOWNLOAD, OR BY 
RECEIVING IT AS AN 
ATTACHMENT TO AN EMAIL 



464 



SEE FIG. 11 



> 


f 


SERVER DELIVERS ELECTRONIC 
PACKAGE TO RECIPIENT 


> 


f 


SERVER LOGS DELIVERY TO THE 
TRANSACTION LOG 300 



s-165 



/166 



T 

TO FIG. 6 



FIGURE 5 
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CREATING AND TRANSMITTING 
ELECTRONIC CERTIFICATE OF SERVICE 



FROM FIG. 5 



GENERATE ENCRYPTED HASH VALUE 120 
BASED ON THE PARTICULARS RELATING TO 

THE DELIVERY 111 AND CONTENT 112 OF 
THE ELECTRONIC PACKAGE 20 AND BASED 
ON AN "IN CAMERA KEY" MAINTAINED ONLY 



r 



•171 



CREATE THE ELECTRONIC CERTIFICATE OF 
SERVICE 110 IDENTIFYING THE 
PARTICULARS RELATING TO THE THE 
DELIVERY 1 1 1 AND CONTENT 1 12 OF THE 
ELECTRONIC PACKAGE AND THE 



-172 



SEE FIG. 12 



V"!73 



TRANSMIT THE ELECTRONIC CERTIFICATE 
OF SERVICE 1 10 TO THE SENDER, THE 
RECIPIENT, AND ANY SENDER 
DESIGNEES. 



Y 

/ END OF \ 
^ TRANSACTION / 



FIGURE 6 
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603W 



1 



Hello Sam Sender! 



In order to send a PoS-e Message, type in the Recipient name, e-mail address, 
subject field and message text. Then, you may add any number of attachments you 
desire. NOTE: no attachment larger than 1 megabyte can be sent without prior 
approval from Webmaster. Also, you may send Certificates to additional Parties by 
inserting their name(s) and email address(es). When you are finished, and you are 
certain that the input information is correct, you may then Click the 'Send!* button to 
send this Pos-e Message. You will be immediately transferred to our secure payment 
system, where you will be able to complete this transaction. Thank you for using 
PoS-e. 

Your current balance is: $488.05 
Calculate the costs. 



| Send! |[ Clear | 



Recipient name*: | Rhonda jRec ipi ent 



Address Book 



Recipient email*: |jX>r^ j Add \ 

Describe Subject of Message: |j^orta^ Message". 



Attachments: 



Dear Rhonda, 

Attached is a revised contract for your review and 
signature , 

Best regards, 
Sam 



js years || Select the period for message storage (See Tariff) 
j 14 days "II Select number of days in which to accomplish service 

0 If service was not made within the time period 
selected, please check here if you want a 
Certificate of Non-Service sent to you by email. 



Description: (Revised Contract 



*nr» insert 1 



Browse ^Attach! | 



Send additional copies of certificate to: 
Name: CZTZTTZZZII 



Address Book 



Email: [~ 



Send! |[~Clear [ 



FIGURE 7 
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SENDER'S EMAIL CONFIRMATION 121 

j 



Sent: Monday 7 Jan 2002, 9:05 am 
From: info@pos-e.com 
To: Sam Sender (sam@sender.com) 
Subject: Original message 

Dear PoS-e Customer: 

Attached is a copy of the message, and any 
documents, (in eml format) that you transmitted via 
Proof of Service - electronic (PoS-e) . As soon as it 
has been received by your Recipient (s ) , you will 
receive a confirming Certificate of Proof of 
Service. 

Please store the eml file in a place on your 
computer that is associated with the subject matter 
of the message so that you can easily find it in the 
future . 

The eml format is the most commonly-used message 
format on the internet and can be automatically 
opened using Outlook Express. In order to view the 
contents of the eml file, simply double click on it 
and Outlook Express will automatically open. 

If you have any questions, please refer to the 
Frequently Asked Questions (FAQ's) on our website at 
http: / /www. pos-e.com. 

Thank you for using PoS~e dot Com! We appreciate 
your business. 

If you are happy with our service, please refer a 
friend. 

Sincerely, 

Proof of Service - electronic (PoS-e) 
877 .Jury. Com 



FIGURE 8 
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RECIPIENT'S EMAIL NOTIFICATION 122 

/ 



Sent: Monday 7 Jan 2 002, 9:05 am 
From: info@pos-e.com 

To: Rhonda Recipient (rhonda^recipient , com) 
Subject; you have mail on pos-e.com 

You have new e-mail message from 'Sam Sender' 
with subject 'Important Message' sent on Tue, 8 
Jan 2002 11:19:24 Message will be kept on the 
server within 14 day(s) . 

You can receive it going directly to 
http: //www.pos- 

e . com/mail .php?hash=38e5f 8e609d607fb7 
or go to 

http://www.pos-e.com/mail.php and p>utting in 
message code: 38e5f 8e609d607fb7 



Proof of Service - electronic (http://www.pos- 
e . com) 

email: info@pos-e.com 



FIGURE 9 
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FORM IN RECIPIENT'S WEB BROWSER 

i_ 

Recipient Verification Procedure 

Please insert the password sent to you in the email that you received from PoS-e, 
and your email address, in order to verify that you are the intended Recipient. 

Insert the Password 

from the email message: J 38e5f 8e609d607fb7 

Insert your email 

address: | rhonda@recipient com 

0 I agree to be bound by the Terms of Service and Tariff 
Which can be read by clicking HERE. 

I confirm] 



FIGURE 10 
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FORM IN RECIPIENTS WEB BROWSER 

Select a Method to Receive Your PoS-e-Gram 

If your browser is Java-enabled, you will see an option to utilize a Java Applet. This 
is the preferred method because of it's many features, which are certified by a 
Thawte Digital Certificate. If you do not see that option, use one of the other two 
methods; both of which will require you to return to our site once we have emailed a 
password to you. These procedures are instituted to protect your privacy and 
ensure that you receive your message. 

® PREFERRED: Download the message using the PoS-e Java Applet 

O Receive the message via direct download* 

O Receive the message via email* 

O Via an Easy-Open file (an .exe file) 
O Via a Zipped file (standard .zip file)** 

0 I agree to be bound by the Terms of Service and Tariff Which can be 
read by clicking HERE. 

* These systems require you to return to PoS-e for a password, 
as noted above. 

** This system requires that you have zip software installed on your 
computer (such as WINZIP), as stated above. 

r-oin 



FIGURE 11 
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110 



Document No. 02-9999-10104-89940 




Proof of Service - electronic 



Sender: 
Email Address: 
Copy to: 
Today's Date: 
Time (GMT): 
Subject: 



Sam Sender 
sam@sender.com 



111 



j 



January 07,2002 
2:15 pm 
Proof of Delivery of Message 
(Documents, if indicated) 



The below-named Recipient was delivered a message, and the indicated 
attachments (if any) at the time and on the date indicated herein by PoS-e, 
pursuant to designated Sender's request initated at the time Sender originated the 
transmission of same to said Recipient. Also indicated is the cost and the time, if 
any, for which PoS-e has undertaken to retain duplicates of the message, and any 
attachment(s). Please contact PoS-e at http://www.pos-e.com with any questions 



Recipient Name: 
Recipient Email: 
Date of Delivery: 
Time of Delivery (GMT): 
Subject: 

Size of Message: 
Retention Expire Date: 
Cost Charged: 



Rhonda Recipient 
rhonda@recipient.com 
January 07, 2002 
2:15 pm 

Important Message 
220 

01.07.2007 9:05 am 
$6.95 



Attachment Name 1: 
Attachment Size 1: 



[12 



contract.doc 
16269 bytes 



120 



Digital Certificate of 
Proof of Service - electronic 

iQEVAwUAPDraMZmxRb5jbK4dAQG5qgf+PYme3vxe+xASflYoDX30ELgesAhNCk3m 

KZ+w/AVJPWR9+k4QE8aBZCYbmOXjhscbbWwTyBXQ42mGGblzzNHc3dx8+jmXxnXG 

N9VQxCzwpEcA3HowzENcC5qAMSwyxnj9KldGNZ5kC1SzdlmXQdqLQ8QynDU8MTRW 

qixzVSpr+ADnO4aYyNlmVhiVEIh0iCadr8PjtlVN4eg9TacAkHRoSQ6PF79VnYZd 

UJhKAHMBeRMX5MChoVZmcB8+c4GqnJU9nXSlOyT63mLZcL6nLgaXvcpx+DLZa4ob 

yqVjdlXdBHbMK9widhLCTvBiAT32CDxJDlhyzb59M02W3AtlzRigDg== 

=V5IB 



FIGURE 12 



1 4/27 RECIPIENT'S DELIVERY 

CONFIRMATION EMAIL 132 



Sent: Monday 7 Jan 2002, 2:15 pm 
From : inf o@pos-e . com 

To: Rhonda Recipient (rhonda@recipient.com) 
Subject: Delivering Certificate 
Attachments: PoSe_Certif icate_1010489940 .pdf 

Dear Rhonda Recipient: ^ ELECTRONIC CERTIFICATE 

OF SERVICE 110 

Hello 1 This email is sent to you to transmit the Proof of 
Service - electronic <PoS-e) Certificate which is proof 
that the message and attachment (s) , (if any) were 
delivered by PoS-e, as was requested by the Sender. 

The PoS-e Certificate is in Portable Document Format (pdf) 
and you need an Adobe Acrobat Reader to view it. If you do 
not have such a reader, you can download it for free from: 
http : / /www. adobe . com/products /acrobat /readermain . html 

The Certificate is sent to you in pdf format so that it 
cannot be altered in any way. 

Please print out a copy for your files and save the 
original computer file in your archives. 

If you need further proof at any time in the future 
(within the contract period agreed to by the Sender) 
simply (a) go to our website and follow the link "Proof, 
and (b) email to us a copy of the Certificate, along with 
the specifics of your request. We will contact you 
immediately to provide the requested Certificate, and any 
additional proof you may request (such as a supporting 
Affidavit) . 

You can review further details about this on our website, 
http://www.pos-e.com and following the "Proof" link. You 
can also contact PoS-e for more information by following 
the "Contact Us" link on our website. 

Proof of Service - electronic 
Inf o@PoS-e . Com 
http: //www.PoS-e.Com 
Tel.: (US) 949.240.3000 
Fax: (US) 949.240.9300 



FIGURE 13 
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SENDER'S DELIVERY 
CONFIRMATION EMAIL131 



Sent: Monday 7 Jan 2 002, 2:15 pm 
From: info@pos-e.com 
To : Sam Sender ( sam@sender . com) 
Subject: Delivering Certificate 
Attachments : PoSe_Certif icate_1010489940 .pdf 



Hello! This email is sent to you to transmit the Proof of 
Service - electronic (PoS-e) Certificate which is proof 
that the message and attachment ( s ) , (if any) were 
delivered by PoS-e, as was requested by the Sender. 

The PoS-e Certificate is in Portable Document Format (pdf) 
and you need an Adobe Acrobat Reader to view it. If you do 
not have such a reader, you can download it for free from: 
http : / / www. adobe . com/produc ts/ acrobat /readermain . html 

The Certificate is sent to you in pdf format so that it 
cannot be altered in any way. 

Please print out a copy for your files and save the 
original computer file in your archives. 

If you need further proof at any time in the future 
(within the contract period agreed to by the Sender) 
simply (a) go to our website and follow the link "Proof", 
and (b) email to us a copy of the Certificate, along with 
the specifics of your request. We will contact you 
immediately to provide the requested Certificate, and any 
additional proof you may request (such as a supporting 
Affidavit) . 

You can review further details about this on our website, 
http://www.pos-e.com and following the "Proof" link. You 
can also contact PoS-e for more information by following 
the "Contact Us" link on our website. 

Proof of Service - electronic 

Inf o@PoS~e.Com 

http : / /www. PoS-e . Com 

Tel.: (US) 949.240.3000 

Fax: (US) 949.240.9300 



Dear Sam Sender: 




OF SERVICE 110 



FIGURE 14 
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Future Query 




Requisition received by PoS-e from 
(a) Subscriber 600, (b) Purchaser 
700or (c) an Entitled Person 900 
for a duplicate of a Request and/or 
attachment(s), if any, 605. 

801 



PoS-e through Server 100 
verifies transaction and 
requesting party, and 
submission of required 
fees. 

802 



PoS-e personnel prepare 
affidavit certifying (a) the 
particulars of the 
transaction 605, (b) the 
accurateness of the data, 
if any, transmitted with 
the affidavit, and (c) 
chain of custody of such 
data. 

803 



Certifying Authority audit the Secure Storage Server: (a) compare the original hash 
total with the current hash total, (b) compare the name of the attached file(s), if any, on 
the Storage Server with the name of the attachment(s), if any, on the original message 
log, (c) verify that the requesting party is a Subscriber, Recipient or Entitled Person, 
and (d) prepare the affidavit after the findings are audited by (i) the Chief of 
Information Technology and (ii) Chief Operating Officer, and found to be true and 
correct. The affidavit is reviewed by (i) Chief Operating Officer and (ii) Chief Executive 
Officer, and signed by (iii) the Custodian of Records. 

804 



Affidavit is issued to the 
Requesting Party pursuant to 
delivery instructions. Copy 
retained for records of PoS-e. 

805 




FIGURE 15 
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Messages 






Sender's Name: | Sam Sender 


Sendees Email: J 




Recipients Name: | 




Recipient's Email:| 




Sent from: 


mi 


M I 


m ti,,: 


ni 


HI I MP 


Certificate ID: 


i 




| Search | 
















1 record(s) 




Certificate 


Sender 


Sender's 


Recipient's 


Recipient's 


Sent 




ID 


Name 


Email 


Name 


Email 






88940 


Sam Sender 


sam@sender.com 


Rhonda Recipient 


rhonda @ recipient.com 


,2002-01-07 2:15 PM 
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Sender: 
Recipient: 

Time of Creation (GMT): 
Time of Delivery (GMT): 
Subject: 

Size of Message: 

Retention Expiry Date (GMT): 

Cost Charged: 
Attachment Name 1 : 
Attachment Size 1 : 



Signature checking: 



Message - 88940 

Sam Sender <sam@sender.com> 

Rhonda Recipient <rhonda@recipient.com> 

01.08.2002 9:05 AM 

01.08.2002 2:15 PM 

Important Message 

220 

01.08.2007 9:05 AM 
$6.95 

Contract.doc 
16269 bytes 
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Sender: 
Recipient: 

Time of Creation (GMT): 
Time of Delivery (GMT): 
Subject: 

Size of Message: 
Retention Expiry Date (GMT): 
Cost Charged: 
Attachment Name 1 : 
Attachment Size 1 : 

Signature checking: 



Message - 88940 



Sam Sender <i 
Rhonda Recipe 
01.08.2002 9:0 
01.08.2002 2:1 
Important Mess 
220 

01.08.2007 9:0 
$6.95 

Contract.doc 
16269 bytes 



iQEVAwUAPDStypmxRb5joK4dAQH53Qf9Fw 

UsPeNOlrCPBVhEngX9CBBybnofxtVZdlEWQr 

7L5mBrKC33UFVEbNgf26rQLZmohdFBvnYq3 

/NP/xWNQsczFCFMSNc5LI5SkEwgj5B5EY6u 

DPSF19Z6JKLd90PxfSksjxLh6gMfe/RS58Jdn 

dhxGwKcebCUr5YeXD9AEoFgyblnqA00INfcW 



120 

jL 




125 



Check { 



FIGURE 18 
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Server Functions 
Electronic Package System (EPS) 



Sender's System 
Figure 20 



Sender 

SIF 
Cookie 



1100 



Server System 



Recipient System 




Figure 21 






New 
Sender 






1200 





Web 
Pages 
Figure 25 




Server Defined 
Processes 
Figure 26 



Organization 
Database 
Figure 23 



Recipient 
Database 
Figure 24 
1003 



1000 



API 
Figure 26 



1300 



I 



ORGANIZATION 




Figure 26 


1400 



FIGURE 19 
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Sender's System 



Sender's 
Display 

601 



Identification of Senderfcer. 
Is this a First-Time Sender, 
or Transmission election? 
IfYejsNo CORE Display. 
If No, CORE Display 

1005, 1107 



Server System 




Sender's Database 1101 
Pll 1002, 1102 
Recipient Book 1103 
Organization(s) Selected 1104 
CORE 1105 
Set SIF 1106 




1000 



lfYe,sSetSIF \ 

1006,1107a J 



If No, Display CORE \ 
and Maraliy Select ] 
1107b J 



Manual Section of Recipient(s) 
on initial election, Manualiection 
of Organization on initial election 

1004, 1108 



Prepare Organization 1400 
and Recipient CORE 1202, 
set (or revise) SIF 1 106, 

1109 



Server Request: Retain the 
selected 
Recipients/Organization 
Yes" or "No". If "Yes" accrete, 



Fig. 
27 



Internet 
Connection 
606 



FIGURE 20 
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Recipient's System 



From 
19 



Server System 

Recipient is transmitted an EP consisting of 
disparate files as attachments to an email 
message. 

1202 



Recipient's 
Screen 



1201 



Manual Operation 

Did the Recipient's Email Client have 
resident AVP, and if so, was a file stripped 
from the EP transmitted with the email? 
"Yes" or "No", if Yes, Recipient follows 
provided link. 

1204 



Manual Process 

Recipient follows link provided in email back 
to server in order to pick up the stripped file in 
a format that won't carry a malicious 
executable. 

1205 



Server 
determines if 
Recipient is a 
Registered User by 
presence of SIF and, if so, 
requests email address; if 
not, request input of 
has provided 
in the 




The Server renders the offending 
file to a non-malicious format and 
establishes the charge, clears 
payment, and transmits the 
rendered file(s) as a new EP to 
Recipient. 

1207 



FIGURE 21 
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Sender Database 



Sender's Database 1101 

Personal Identification Information 1102 
Name 
Address 
Telephone 
Email Address 
Association Reference 
Affiliate Reference 
Credit Information 
Recipient Book 1103 
First Name 
LastName 
Nickname 
Email Address 
Organization(s) Selected 1 1 04 

Submission Requirements 
CORE 1105 

Recipient-N 
Organization-N 
Set SIF1106 

Cookie referencing above data 

1001 



1 


r 




To 






23 





FIGURE 22 
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Organization Database 1401 



Organization's Submission Requarments 1402 



1401 



1 


f 




To 






24 





FIGURE 23 
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Recipients Database 1401 



Recipient - N 

First Name 
LastName 
Nickname 
Email Address 

Additional Fields as required by 
Organization 1403 



1 


r 




To 






25 





FIGURE 24 
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i 



From 
19 



Sender's 

(or Recipient's) 

Display 



System Web Pages 



601 



Fig 
27 



MessagCompose Page 

1111 



Recipient Book 






1112 



Organization Book 



1113 



Election to Convert EP files to 
non-native format (e. g., .doc to 
.pdf) 

1114 



Server-generated CORE 
selections based upon SIF 
data 

1115 



Reqest to Sender to accrete 
current selection to Sender's 
Database as a CORE entry 

1116 



1 


r 


To 




26 







Recipient's election to receive file 
stripped by AVP in rendered 
format. 

1117 



FIGURE 25 
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TO API 
As dictated by Organization 

(e; g., xml envelope 
transmitting BP contents 
and completion of payment 
Reqirements for submission privileges) 



1300 



To Organization 
For its acceptance 



1400 



FIGURE 26 
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From 
19 



Web Interface Page (WIP) 
Graphic User Interface (GUI) 




(con Description: 

Status: Two states, read and unread. Shown is unread icon. 

Send Reply: Utilize the present invention to send response to current message. 

Download 1: As sent: Download the EP in the native format (e.g., Microsoft WORD (doc), WordPerfect 
(wpd), Text (txt), etc.) 

Download 2: As pdf file (a rendering is performed by the present invention into a format such as pdf, XML, 
rtf, or other format chosen by the Recipient). 

Store This Message: Store the instant EP on download server. 



Delete: Permanently Delete EP (NOTE: This cannot occur until either the As Sent or As pdf File or Store 
functions have been completed.) 



FIGURE 27 



